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How to whitelist an email in M365

Open your browser and go to https://security.microsoft.com/.

1) Fold out “Email & Collaboration” on the left and select “Policies & Rules” at the
bottom.
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2) Click on “Threat Policies”
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https://security.microsoft.com/

3) Under Threat policies, select “Anti-spam”

Threat policies

Templated policies
g% Preset Security Policies Easily configure protection by applying all policies at once using our recommended protection templates
t‘@ Configuration analyzer Identify issues in your current policy configuration to improve your security

Policies

Protect users from phishing attacks, and configure safety tips on suspicious messages.

Anti-spam Protect your organization’s email from spam, including what actions to take if spam is detected

Protect your organization's email from malware, including what actions to take and who to notify if malware is detected

1} Safe Attachments Pratect your organization from malicious content in email attachments and files in SharePoint, OneDrive, and Teams

@ Safe Links Protect your users from opening and sharing malicious links in email messages and Office apps

4) In the side panel that folds out, scroll to the bottom and select “Edit Allowed...”

E Anti-spam inbound policy (Default)
® Always on | Priority Lowest
DefaultFullAccessPolicy

Intra-Organizational messages to take action on
Default

Enable spam safety tips
e0n

Enable for spam messages
e0n

Enable for phishing messages
®On

Retain spam in quarantine for this many days
30

Edit actions

Allowed and blocked senders and domains ~

Allowed senders

81 senders
Allowed domains
58 domains
Blocked senders.
139 senders.

48 domains

Edit allowed and blocked senders and domains
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5) In Allowed and Blocked Senders and Domains select “Manage (number) Sender(s)”

< X

Allowed and blocked senders and domains

Allowed

Senders (B1)
Always deliver messages from these senders
MManage &1 sender(s)

Domains (58)
Always deliver messages from these domains
Allow domains

Blocked

Senders (139)
Always mark messages from theIze- senders as spam

Manage 139 sender(s)

Domains (48)
Always mark messages from these domains as spam
Block demains

6) Click on “ + Add Senders”

Manage allowed senders

Add senders and domains to this list to ensure messages are always delivered to
them. Mote: For advanced spoofing protection, messages from your internal senders
and domains will be delivered only if composite authentication passes or they have
been allowed using Tenant Allow/Block List - Spoofing.

-+ Add senders 81items | O Search = v

|:| Sender address
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7) Enter the email address: otp@simonschools.net & ‘Add sender’

- Click ‘Done’

- Click ‘Save’ at the bottom

- Clock ‘Close’ to exit

&« pe
Add senders

Add an email address and press add. When you are done, click save to apply
changes.

Sender

Iimer a custom sender address

e otp@simonschools.net
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