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Google whitelist guide
From the home page of Google Admin navigate to:
Apps > Google Workspace > Gmail
= OAdmin Q_  Search for users, groups, settings or devices
([ Home Users — App access control
» 2 Directory Add or manage users Review apps requested by users designated as under 18
S . b Apps pending review User requests
» \®) Chrome browser s - 0 0
» _L_IJ Devices

Delete a user Review apps
- Apps

Update a user's name or email
Overview

~ Google Workspace Create an alternative email address

Service status:

Moderation
AppSheet
Calendar
Discover S Product updates Eh—
Classroom Get the most out of Google Latest updates in Workspace

Drive and Docs

Introducing a new waiting rooms experience in 24 Oct

(= N
C'Q _J_ Google Meet
,
\ Ask Gemini in Google Meet coming to Workspace 22 Oct

Google Chat enterprise customers
Google Chrome Sync Use emoji reactions in your client-side encrypted 21 Oct
documents
Google Meet
Get the most out of Google Workspace Educators can now convert rubrics in Google 21 Oct
Classroom from Drive or local files with help from
Google Vault Learn more about the best features of Google Workspace Gemini P

and make sure that everything is set up just right
Google Voice

Google Workspace LTI™ Discover Google Workspace

Groups for Business

1) Scroll down and Navigate to ‘Spam, phishing and malware’ and expand the arrow

rkspace > Settings for Gmail

Safety v

' ¥) Gmalil Configure email and spam safety features

Status
ON for everyone Setup v

Spam, phishing and malware

pam, phishing and malware fe:

Compliance

mpliance features

Routing

Configure routing features
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2) Select the Parent Organisational Unit

ceoballarat.catholic.edu.au

Admins
Linewize

Suspended

3) In the Spam section, click Configure on the right-hand side.

M Gmail

STATUS

ON for everyone

Organisational units

~ ceoballarat.catholic.edu.au
Admins
Linewize

Suspended

Spam, phishing and malware

o To check how these settings are affecting email delivery and troubleshoot potential issues, go to Email Log Search

3

Email allowlist

ail allowlist is
m. In order to take full &
rding email to Gmail

d at ‘ceoballarat catholic.edu.au

Enter the IP addresses for your email allowlist: No IP address added yet

Enhanced pre-delivery message scanning ~ Learn more
Applied at ceoballarat catholic.edu.au
Enables improved detection of suspicious content prior to delivery: ON

Inbound gateway If you use email gateways to route i

Enable: OFF

' Spam ' Create approved senders lists that bypass the spam folder.

1anges take eff nin a few minutes. Learn more
prior changes in the audit log

can

Blocked senders Block or approve spe

sed on email address or domain.

\ges take effect witl w minutes. Learn more
n view prior changes in the audit log

e t be marl
st spam rvers that are

ing email, please enter them here to improve spam handling Leam more
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4) Under ‘Options to bypass filters and warning banners’ ensure the following boxes
are selected and click ‘Create or edit list’.

Add setting

All incoming messages are subjected to Google's spam filters. Messages that are detected as
spam are automatically placed in the Spam folder

Options
[] Be more aggressive when fittering spam.
[7) put spam in administrative quarantine

Default

Options to bypass filters and warning banners

ypass spam filters for internal senders.

Bypass spam filters for messages from senders or domains in selected lists.
No lists used yet.

Use existing list

ypass spam filters and hide warnings for messages from senders or domains in
selected lists.

Mo lists used yet.
Use existing list  Create or edit list

D Bypass spam filters and hide warnings for all messages from internal and external
senders (not recommended).

CANCEL SAVE

5) Click ‘ADD ADDRESS LIST’

Q_  Search for users, groups, settings or devices ja) 8 @

Apps > Google Workspace > Settings for Gmail > Manage address list

Manage address lists A

M Gmail

Manage address lists.
Name Type Address count Actions

STATUS
ADD ADDRESS LIST
ON for everyone

within a few minutes. Learn more
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6) Under Name* : Enter a name for the list — SIMON MFA

Add the email address to whitelist: eg otp@simonschools.net.

Click SAVE

Add address list

Name *

SIMON MFA

Q, search address

Address Authentication required (received mail only) Learmn more

BULK-ADD ADDRESSES (ADD ADDRESS

CANCEL SAVE

otp@simonschools.net .

o Most changes take effect within a few minutes. Learn more
You can view prior changes in the audit log

7) Return to the ‘Spam, Phishing and Malware’ page
Name the setting at the top

Spam Learn more

SIMON MFA

All incoming messages are subjected to Google's spam filters. Messages that are detected as
spam are automatically placed in the Spam folder.
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mailto:otp@simonschools.net

8) Under "Options to bypass filters and warning banners," select Use existing list and
choose your newly created list.

Options to bypass filters and warning banners
Bypass spam filters for internal senders.

Bypass spam filters for messages from senders or domains in selected lists.

Mo lists used yet.
Use existing Iist\ Create or edit list

Bypass spam filters and hide warnings for messages from senders or domains in
selected lists.

Mo lists used yet.
Use existing list Create or edit list

9) Click the X in the top left corner once you have highlighted the list.

X Select address lists

Address list name Mumber of addresses

SIMON MFA 1
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10) Repeat for ‘Bypass spam filters and hide warnings for messages from senders or
domains in selected lists.

Click SAVE

Options to bypass filters and warning banners

Bypass spam filters for internal senders.

Bypass spam filters for messages from senders or domains in selected lists.

( SIMON MFA (m Don't use

Use existing list  Create or edit list

Bypass spam filters and hide warnings for messages from senders or domains in
selectegd

SIMON MFA (1) Don't use

Use'existing list Create or edit list

D Bypass spam filters and hide warnings for all messages from internal and external

senders (not recommended).
CAMCEL ' SAVE ,

11) Confirm the rule appears as expected in the Spam settings

Spam
Description STATUS  Source Actions I Values

Aggressive spam filtering: OFF

Bypass internal senders: ON

Bypass approved senders: ON

Bypass approved senders and hide warning banners: ON
Bypass spam filtering and hide warning banners: OFF
Quarantine message: OFF

SIMON MFA  Enabled Locallyapplied  Edit- Disable - Delete  fa2eé

ADD ANOTHER RULE

o Most changes take effect within a few minutes. Learn more
You can view prior changes in the audit log
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